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EPIC RDM READING LIST  
by Elizabeth de Stadler 

1. POPIA IS HERE 

1 July 2020 is the date! Here is a blog about that:  

Here is a super-useful page on the Information Regulator’s website: It has every 

guideline, judgment, strategy and plan on it. This page has got all their media 

statements.  

How does POPIA compare to the GDPR? You can read a white-paper on that 

here. 

2. SO MANY DATA PROTECTION LAWS!  

There are 100s of data protection laws now. DLA Piper created a handbook 

of Data Protection Laws of the World.  

The IAPP is a good resource for this too.   

3. BEFORE WE START, A BIT OF RISK MANAGEMENT 

Watch The Meg. Check out the Institute of Risk Management South Africa – they 

are great on LinkedIn. Here is their 2020 Risk Report (pre-COVID-19) and here is 

their COVID-19 page.  

We discussed a risk framework based on ISO 31000. ISO 27001 is a standard for 

information security management. 

 Here is an article about both. Some people are not fans of these standards, so 

here is a critical analysis of the standard.  

Go play around on the McKinsey on Risk page. Their work on COVID-19 has also 

been great!  

When I find myself saying ‘not again!’ it means that I am in risk management 

groundhog day. I wish I came up with that myself, but alas. Here is an awesome 

guide to the questions you should ask to break the cycle and get to the root of 

https://novcon.co.za/2020/06/25/not-another-popia-white-paper-10-years-10-lessons/
https://www.justice.gov.za/inforeg/docs.html
https://www.justice.gov.za/inforeg/media.html
https://www.everlytic.co.za/wp-content/uploads/2019/04/popi-gdpr-whitepaper.pdf
https://www.dlapiperdataprotection.com/
https://iapp.org/
https://www.rottentomatoes.com/m/the_meg
https://www.irmsa.org.za/
https://www.linkedin.com/company/irmsa/
https://www.irmsa.org.za/page/2020_Risk_Report
https://www.irmsa.org.za/page/covid-19_noticeboard
https://www.isms.online/iso-27001/information-security-risk-management-explained/
https://www.researchgate.net/publication/270852873_Managing_risks_through_ISO_31000_A_critical_analysis
https://www.mckinsey.com/business-functions/risk/our-insights/mckinsey-on-risk/mckinsey-on-risk-number-8
https://www.mckinsey.com/featured-insights/coronavirus-leading-through-the-crisis
https://www.imdb.com/title/tt0107048/
https://www.risklens.com/infographic/risk-management-groundhog-day/
https://www.risklens.com/infographic/risk-management-groundhog-day/
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the problem. It was drafted for information security risks but works well with other 

types of risks too. 

What does risk management have to do with POPIA and research data 

management? Everything! 

The best book I have read in the last decade is Factfulness: Then Reasons We’re 

Wrong About the World – and Why Things Are Better Than You Think by Hans 

Rosling. If you want to understand 2020, read Nicholas Taleb’s The Black Swan: 

The Impact of the Highly Improbable.  

4. YOU NEED TO KNOW ABOUT COMPLIANCE MANAGEMENT 

Compliance risk is one of the categories of risk – this is what compliance officers 

and sometimes in-house lawyers, must manage. One of the implications of 

POPIA is that information risk is now also part of compliance risk.  

The gold standard for compliance management is the Generally Accepted 

Compliance Practice framework.  

5. WHY ARE POPIA AND RESEARCH DATA MANAGEMENT 

COMPLIANCE IMPORTANT? 

We spoke about the cost of poor information management. Here is the article 

about ‘the rule of 10’.  

The International Association of Privacy Professionals is the best source of 

information for data protection. Here is an article about the Return on investment 

of mature privacy programmes. It refers to a study by CISCO called From Privacy 

to Profit: Achieving Positive Returns on Privacy Investments.  

That is the carrot, the stick is all the data breaches. Here is a beautiful 

infographic. Here is the IBM Cost of a Data Breach Report for 2019. USD3.9 million, 

yikes! Here is an excellent analysis of the Target data breach which is an 

excellent example.  

Boards are often swayed by what other organisations are worried about. The 

World Economic Forum does the Global Risk Report. Here is the 2020 edition.  

6. HEALTH DATA – ALL AND EVERYTHING! 

https://novcon.co.za/2019/09/06/hacking-data-breaches-we-need-a-new-breed-of-compliance-officer/
https://www.goodreads.com/book/show/34890015-factfulness
https://www.goodreads.com/book/show/242472.The_Black_Swan
https://www.goodreads.com/book/show/242472.The_Black_Swan
https://www.compliancesa.com/Resources
https://www.compliancesa.com/Resources
https://hbr.org/2016/07/assess-whether-you-have-a-data-quality-problem
https://iapp.org/
https://iapp.org/news/a/study-mature-privacy-programs-experience-higher-roi/
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://databreachcalculator.mybluemix.net/?_ga=2.91618329.2092260144.1579186236-231610288.1579186236&cm_mc_uid=82896068666915649220363&cm_mc_sid_50200000=54316231579186240256&cm_mc_sid_52640000=57230081579186240258
https://www.thesslstore.com/blog/2013-target-data-breach-settled/
http://www3.weforum.org/docs/WEF_Global_Risk_Report_2020.pdf
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The health science sector has been dealing with the privacy aspects of research 

data management a lot longer than other areas – and therefore we can learn 

quite a lot from them!  

Canada’s has a lot of great resources in this area. For example, four Canadian 

provinces have specific legislation that governs personal health data privacy on 

top of legislation which governs general personal data privacy. You will find links 

to all four pieces of legislation here. 

South Africa’s National Health Research Ethics Council has also done a nice job 

of providing guidance on data privacy concerning health research. You can 

find the NHREC Ethics Guidelines here. This is a nice article which gives an 

overview of how the NHREC Ethics Guidelines and POPIA fit together.  

7. ETHICS AND RESEARCH DATA MANAGEMENT  

As I explained, privacy fits nicely into the usual ethics approval review that all 

research study proposals have to go through. The FAIR principles give a good 

overview of this. This is an article I co-wrote for the South African Medical Journal 

about how privacy and ethics intertwine in the health research space and ‘the 

C-word’ (Consent!!). This is another article written on the use of ‘broad consent’ 

in genomic research.  

8. PRIVACY BY DESIGN  

Incorporating the principles of ‘Privacy by Design’ into how a research project is 

designed is a way to incorporate privacy considerations into research data 

management right from the start. Here are the 7 principles of ‘Privacy by Design’. 

9. PERSONAL INFORMATION ASSESSMENTS 

POPIA requires ‘personal information assessments’ in the POPIA Regulations. 

Overseas they are called privacy impact assessments or data protection impact 

assessments. The CIO has a good guideline, but we really love the Privacy 

Impact Assessment toolkit created by UCISA. Just remember, POPIA always 

require personal information assessments. The GDPR only requires them in certain 

instances.  

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/02_05_d_15/#heading-0-0-3-1
http://nhrec.health.gov.za/index.php/grids-preview
http://research.assaf.org.za/bitstream/handle/20.500.11911/106/2018_assaf_ethical_genetics_genomics_consensus.pdf?sequence=1&isAllowed=y
https://www.go-fair.org/fair-principles/
https://www.researchgate.net/publication/333015260_Protection_of_Personal_Information_Act_No_4_of_2013_Implications_for_biobanks
https://www.researchgate.net/publication/334103271_Safeguarding_the_future_of_genomic_research_in_South_Africa_Broad_consent_and_the_Protection_of_Personal_Information_Act_No_4_of_2013
https://iapp.org/resources/article/privacy-by-design-the-7-foundational-principles/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/
https://www.ucisa.ac.uk/en/Resources
https://www.ucisa.ac.uk/en/Resources
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10. CONTRACT MANAGEMENT 

As we discussed, good contract management is essential to good research data 

management. Here is an interesting benchmarking study done on research 

contract management at UK universities that demonstrates this principle well.  

11. SO HOW ARE OTHER UNIVERSITIES DOING RESEARCH DATA 

MANAGEMENT? 

One of the perks of POPIA being enacted a few years after the GDPR is that we 

can learn a thing or two from our European and UK counterparts on how they 

are dealing with research data management under the GDPR. One of my new 

LinkedIn friends (who is a data privacy officer at the Erasmus University 

Rotterdam in the Netherlands) has developed these great resources about data 

privacy in the research space at universities which I used in my slides. You can 

find them in full here. 

These are some additional useful resources for research data management we 

found at other UK universities: 

• The University of Glasgow’s integrated Personal Impact/ Ethics Impact 

Assessment guide can be found here; 

• Bristol University’s Research Data management Policy and Guides are 

really good. You can find them here and here 

• Bristol University’s research project screening questionnaire also provides 

a very nice insight into what types of situations trigger a privacy impact 

assessment in an academic research environment. You can find this 

here. 

• Edinburgh University’s ‘Do’s and Don’ts’ Checklist is also helpful. You can 

find that here. Edinburgh University also has a really good guide on how 

to write a research data management plan, which you can find here. 

12. AND FINALLY…WHAT ARE SOUTH AFRICAN UNIVERSITIES 

DOING ABOUT POPIA? 

I have attached the POPIA Code of Conduct for South African public universities 

which has been adopted by Universities South Africa (USAf). USAf is a 

membership organisation representing all 26 of South Africa’s public universities. 

https://www.praxisauril.org.uk/news-policy/news/benchmarking-management-research-contracts-2018
https://odissei-data.nl/wp-content/uploads/2019/04/5-ODISSEIMDomingus20171026.pdf
https://www.gla.ac.uk/media/Media_712516_smxx.pdf
http://www.bristol.ac.uk/secretary/data-protection/gdpr/gdpr-and-research/
https://drive.google.com/drive/folders/1rVHu-PgYblpCpqWiksorTFnSENBeQIZX
http://www.bristol.ac.uk/secretary/data-protection/guidance/privacy-impact-assessment/
http://datablog.is.ed.ac.uk/files/2018/12/GDPR-Fact-Sheet-20-12-2018.pdf
https://www.ed.ac.uk/information-services/research-support/research-data-service/before/writing-a-data-management-plan
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13. OTHER SOURCES 

Here are the sources we use when we don’t have the answer: 

• IAPP 

• ICO 

• European Data Protection Board 

• European Data Protection Supervisor 

• Privacy International  

• Our own website and LinkedIn profile!  

Disclaimer: Just be careful! If POPIA’s wording is different you need to take that 

into account. The international sources may be less persuasive.   

https://iapp.org/
https://ico.org.uk/
https://edpb.europa.eu/edpb_en
https://edps.europa.eu/
https://privacyinternational.org/
https://novcon.co.za/
https://www.linkedin.com/company/novcon/?viewAsMember=true
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